Password
Managers




What is a Password Manager?

A vault for your passwords

* You remember ONE PASSWORD
to access the vault

4

| Must have the PRECIOUS!




Why should you use one?

They are awesome

They free your brain for more important things
They help you log-in automatically

They help keep you safe
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They notify you of a security breach




Where do | find these magical Password Managers?
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NOW!




How do | get started?

LastPasSeee| % KeePass
* In the cloud e Software installed on a drive
* Accessible anywhere * Only accessible from that drive
* Security Checks * Your eyes only

* Sharing * Your eyes ONLY



LastPass e«



1. Create an Account

€>C 0 [oF "] password-ma ~On HINO O =
¥ Most Visited FJ Home ESJNKN & Weather [ VendalMail @ Vendaiweb () Zoom () DKAN (A GEM3 &% Asena M Gmail EEIBBCNEWS & NV Times 3} MakeDataCount @ ® Holoviz @ ol

LastPass.««| HowltWorks ~ Pricing  Personal v Business v | ‘ogIn Get LastPass Free

Password security can’t wait

Securelevery password-protected entry point to your business. «->CR @ & LogMein, Inc(US) | hitps:/lastpass.com/creste-account php RICR %NOMmo =
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LastPass -

Get the #1 most reliable password manager and try LastPass Premium for 30 days.

One password.
Zero headaches.

| LastPass takes care of the rest.

Create an account orlogln

Passwords are frustrating —and insecure

When it comes to protecting today’s digital business, a spreadsheet of passwords just won't cut it anymore.

Master Password °©
Suength
a »p =
o-?-0 5
d © A Confirm Master Password ®
\
| Reminder (Optional)

Sign U, s Free

By completing this form, | agree to the Terms and Privacy Policy. | want

Free features

to receive promotional emails, unless | opt out.
) Secure password vault

Accessonall

Secure password vault

) One-to-ones  Each user canadd, edit, view, delete, and

“ manage everything they store from their own
) Saveandfillf  easy-to-use, searchable vault.
[} [ ]

Password generator




Choosing a Master Password

Dos Don’ts
e Long (16-character minimum) * Use your (kids/dogs) name

e Use numbers Use a dictionary word (tulip16)

* Use special characters Don’t use birthdays or SSN

* Upper and lower case Re-use on multiple sites

e Use a pass phrase Avoid common phrases
* “Pine ShOwer Pap3rcl!p_praNce” * “LukelamYourFAther”

* Use duel-factor authentication e Save passwords in your browser



2. Install the Browser Plugin

< > C @ | @ & httpsy//www.lastpass.com/create-account/success?created=1
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LastPass.«-|

@ Your account has been successfully created!
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~

CON

ULATIONS

Welcome to LastPass!

Install the browser extension, then log in using

the account you've just created.

Install LastPass ¥

®)

Add to browser Login

Yes please!




3. Login

AN (W GEM3 % Asana M Gmail [E] BECNEWS & MY Times 3§ MakeDataCount () DataShader @ Holoviz @) Gec

How It Works Pricing

The best way to manage passwords.

r password and LastPass remembers the rest. See for yourse

management can be.

In the Browser On my Device

set the LastPass password browser extension.

tall the extension in vour browser for savina & accessina vour passwords.

B -9 nin © e

LastPass«+«|

Email

roeverc@gmail.com

Master Password Recovery Help
Remember Email Remember Password

Create an account

~

Logged Out

Logged In



4. Open your Vault

Open

my Vault

c @ (@ J§- Extension (LastPa...assword Manager) = moz-extension://a40c72e5-73a7-48a3-bd31-f838ch5eb52d/vault.html are b d

I} Most Visited =] Home

LastPasse=«I  Q search my vault

#& Allltems

Welcome to your vault!

NKN & Weather (3§ VandalMail €D Vandalweb () Zoom {5 DKAN (b’ GEM3 % Asana M Gmail ] BBCNEWS @ NV Times 3 MakeDataCount @) DataShader @& Holoviz € Ger

(e}
‘ B  openmyvault
[ e
b @&  Alitems
© Additem
@®  Generate Secure Password
& Account Options

4 Log Out: roeverc@gmail.com

Nothing to see here

Click the 'Add item’ button to start erganizing your Vault

=GO e

erc@gmail.com




5. Add a Password

&« - 3 Q @*-E)rtension (LastPa..assword Manager) moz-extension:/fad0c72e5-73a7-48a3-bd31-f838ch5eb52d/vault.html L ﬁ’ == [1A8 G e =
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4 ALL ITEMS Add password

Username: Password:

» Advanced Settings:

x|



6. Import passwords saved in Chrome Browser

Q 4 Back 4 Back
; o Refresh Sites
—— B  Open MyVault el LaePiae Security Challenge nload LastPass
Clear Local Cache
@ Recently Used y Identities (All) >
Orhastomm
Advanced >
M«  Allitems 3
Import >
Open Favorites
© Additem > RO "
Extension Preferences
® Generare Secura paszwnrd » Print »
Help
& Account Options >

About LastPass
4 Log Out: clroev@outlook.com

Account Options / Advanced / Import / Google Chrome Password Manager



/. Manage a Password

Open Site in a New Tab

Call to change addre

Email & Sccial Media 5) ¥

Google Go

Facebook /8 @ Gmail Gmail (dad)

roeverc@gmail.com raevarc |errydroavar

oM Outlc]c;
o




8. Generate a Random password

Generate Secure Password

< c @ @ - Extension (LastPa..assword Manager) ~ moz-extension;//a40¢72e5-73a7-48a3-bd31-f838chSeb52d/vault.html -9 BxnNOme =
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LastPass ««.| © =par ¥ A ‘ erc@gmail.com _
A Y el e
B openmyvi
@ Allltems
Welcome to your vault! o ©® RecentiyUs d N
o N @ Aliems > I
4 Back
Show me around Later Neve o Additem
@  Generate Secure Password »
e , I
P7WO*p47Eu@t =
4 Log Out: roeverc@gmail.com
: = o ] 5
SHOW HISTORY

Nothing to see here

Click the 'Add item’ button to start organizing your Vault.

Uppercase
Lowercase
Mumbers

Symbols

Easy to say ©
Easy to read ©
@ All characters &

FILL PASSWORD




9. Organize Passwords into Folders

oy e Q @ ﬂ-Extsmsmn (LastPa..assword Manager) moz-extension://ad0c72e5-73a7-48a3-bd31-f838ch5eb52d/vault.html

# All ltems

LastPasssss| Q

Welcome to your vault!

Add Folder

Folder Name:

~O %

%# Most Visited £ Home ESINKN & Weather (3§ VandalMail & Vandalweb () Zoom {2} DKAN &' GEM3Z &% Asana M Gmail @ BECNEWS & NY Times 3 MakeDataCount () DataShader € Holoviz € GeoDeepDive

Upgrade

LastPasss«s|

Add as a subfolder under:

Cancel

Save

BxinOHO=

n roeverc@gmailcom

Add New Folder

Add New Folder

o= @




10. Add other types of content

« - @ Q @*-Ertensinh (LastPa...assword Manager) = moz-extension://ad0c72e5-73a7-48a3-bd31-f838cb5eb52d/vault. html '"ﬁ’ == I @ i e =
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Add item

= &

SECURE NOTE PAYMENT CARD

BANK ACCOUNT

MORE ITEMS &

T

DRIVER'S LICENSE SOCIAL SECURITY NUMBER INSURANCE POLICY

>

HEALTH INSURANCE MEMBERSHIP WI-FI PASSWORD EMAIL ACCOUNT

S

O

INSTANT MESSENGER

SOFTWARE LICENSE NEW CUSTOM ITEM TYPE



11. Share a Password

&« (&) Q @ﬂ'Extensitm (LastPa...assword Manager)  moz-extension://ad0c72e5-73a7-48a3-bd31-f838chb5eb52d/vaulthtml “‘@T} == [\ G—) H ©
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LastPass.+| [(EINSRNRE R R e Upgrade (LT OE

Manage Shared Folders

Shared Folders

Create and manage folders of shared logins and notes.

Sharing Center

Jp  sharing Center

/ Shared Folder




12. Run a Security Check

Cc M LastPass: Free Password Manager | chrome-extension://

okiejnpimakedhajhdlcegeplicahd/vaulthtmi + B3 QE. D. Paused e H

Apps NKN & Weather m VandalMail 4 Vandalweb &% Asana g Runbox M Gmail @@ BBCNEWS @ NKN Data Store Other bookmarks

LastPasse+:I Q search my vault Upgrade
All items
LastPass - Security Challenge
94% Top 1% 100%
Your Security Score Your LastPass Standing Master Password Score
Challenge your friends n@u
Security Challenge [ | improve Your score
o Step 1- Change Compromised Passwords +
A\ step 2- Change Weak Passwords -+
A\ step 3- Change Reused Passwords +
A\ step 4- Change OId Passwords -+
x Detailed Stats
Click each below to see a full report of all the logins and passwords stored in your LastPass vault.
On supported websites you can change the password in one click, and you can check more than one to change multiple passwords at
once. For other website, use the 'launch' option to go to the website, login, and use the LastPass Password Generator fo replace the
account's password.




13. Set up Dual-Factor Authentication

cC @ © P Extension (LastPa..assword Manager)  moz-extension://a40c72e5-73a7-46a3-bd3 1-f838ch5eb52d/vault.ntml TR *
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e 2. Multifactor Options

A Al lt
e All Items Q h |

(Accepted Share Offers) (1) »

S0riey: roler (@) v

(none) (4) »

@ ome =

c ® @ J Extension (| stPa..assword Manager) -73a7-48a3-bd3 1
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Bills (10) »

Call to change address (2) » eral  Multfactor Options

1. Account Settings

Home Business (11) »

Add . other layer of protection by requ’ ig a second login step. Keep the bad guys out, even if they steal your password through malicious software.

Muitifactor Authentication - Free
Auttifactor Option Name

LastPass LastPass

Generates one time verification codes or sends push notifications to your smart phone:
[Aurnenticaton] Authenticator

Home Management (9) »
Google

Generates one time verification codes on your smart phone. Gan also be used with Okta Verify.
Authenticator

@ Google Authenticator
Identity (9) »
Mirosof Generates one time verification codes on your smart phone. Disabled
Autnenticator
Medical & Dental (14) »

Toopher Sends push nofifications fo your smart phone to verify your login

m Duo Security  Generates one time verification codes o sends push notifications to your smart phone. Disabled
A

Software (4) »

Teal¥1 (12) »

Transakt Transakt Sends an Accept/Reject nofification to your smart phone. Disabled

Printable spreadsheet of numbers and letters used to enter different values when logging in Disabled

p Store:
Get Lastpass Authenticator



14. Grant Emergency Access

< c M |astPass: Free Password Manager | chroma-extension://hdokiejnpimakedhajhdlcegeplioahd/vaulthtml + 3 @B D, Paused G H

i1 Apps NKN & Weather [ VendalMal & Vandalweb &% Asana @ Runbox M Gmail OB BEC NEWS @ NKN Data Store Cther bookmarks

LastPass Q, search people I trust Upgrade n nfverc@gmawt.com =

People | Trust

Add Emergency Access

Give trusted family or friends access 1o your vault in case of an emergency. You choose when they

Emergency Access

‘:‘ Emergency Access

e Emergency Access




15. Get the phone app







1. Download and Install KeePass

Q C D @ https://keepass.info/downloadihtm| Cp A ﬂ -

Home NKN & Weather [ VandalMail @ Vandahveb () Thom {8 DKAN &) GEM3 & Asana G Gmal @ BBCNEWS @ NYTimes [Hl Economist 38 MakeDataCount @ DataShader o HoloViz @ GeoDespDive

] Getting KeePass - Downloads

Here you can download KeePass:

KeePass 2.42.1

KeePass Installer for Windows * .42.1): Portable (2.42.1):

-B Download Now

Password Safe

WAz

Download Now

Home

B  KeePass-2.42.1-Setup.ex
@ Home & News [ Keel etup.exe

KeePass-2.42.1.zip

Download the EXE file above=un it and follow the steps of the installation pr<.am. You need focal Download the ZIP package sbove and unpack it to your favorite lacation (USB stick, ...). KeePass runs

QL Forums installation rights (use the Port. = version on the right, if you don't haw=i al installation rights). without any additional installation and won't store any settings outside the application directory.

Feat List
Q gigam Supported operating systems: Windows Visia, ., <, zu (gach 32-bit and 64-bit), Mono (Linux, Mac 0S X, BSD, ...).

&7 Screenshots
KeePass 1.37

Catting Kiepasy Installer for Windows (1.37): Portable (1.37):

[ Downloads

B Transiations ~D Download Now

MiE> KeePass-1.37-Setup.exe

Download Now

KeePass-1.37.zip

@ Plugins / Ext.

Download the EXE file above, run it and follow the steps of the installation program. You need local Download the ZIP package above and unpack it to your favorite location (USB stick, KeePass runs.

i g e installation rights (use the Portable version on the right, if you den't have local installation rights). without any additional installation and won't stare any settings outside the application directary,

%) Help Supported operating systems: Windows Vista / 7 / 8 / 10 (each 32-bit and 64-bit), Wine.

@ e Unsure which edition (1.x or 2.x) to choose? See the Edition Comparison Table. See also the Development Status FAQ. If in doubt, use KeePass 2.x.

& Security

¢ Awards

; Other downloads and links:

{ Links

Contributed/Unofficial KeePass Ports
Support KeePass

@ Donate

KeePassDroid (for Android)
KeePass2android (for Android)
KeepShare (for Android)

KeePassium (for iPhone / iPad)
MiniKeePass (for iPhone / iPad)

SynePass (for iPhone / iPad)

Strongbox (for iPhone / iPad / Mac OS X)
Passwordix (for iPhone / iPad)

i ®Ene

i

https://keepass.info/download.html



2. Create a New Database

P
o ncerass

File Group Entry Find View \Tools Help

[ New. Crl+N ¥ - | (@l | -
Al ' Title User Name Password URL Notes
Open Recent »
.y Close Ctrl+W
Save Cirl+S
Save As »

Database Settings...
Change Master Key..
Print »
Imnort..
t..
.
File/New |-
Norkspace  Ctrl+L
@ bat Ctrl+Q

0 of 0 selected | Ready.



. Create a Password

File Group Entry Find View Tools Help
[d - | & ) - ;A - @ Q.{ Create Composite Master Key

@ Create Compaosite Master Key

C\Users\eroever\Desklop\Database kdbx

Specify the composite master key, which will be used to encryptthe database.

A composite master key consists of one or more of the following key sources. All sources you specify will be
required to open the database. If you lose one source, you will not be able to open the database anymore

Master password:

Repeat password:

Estimated quality:

[] Show expert options:

Cancel

0 of 0 selected

Ol_AlyCCall S rel]




4. Name the File

File Group Entry Find View Tools Help

FuEl<- aue-ed - @ .

@ Create New Database - Step 3

Database Settings

C\Users\croever\Desktop\Database. kdbx

General Security Compression Recycle Bin Advanced

Database name “

Database description:

Enter a short description of the database or leave it empty.

Default user name for new entries

[] Custom database color:

Help Cancel

0 of 0 selected




5. Hit Save!

KeePass - | X

Fie Group'), Entry Find View Tools Help

Nead@ K- eUe - €% QF-(@search. . Q

clr 22190910k x Database.kdbx®

«r Dat ase Title User Name Password URL Notes
falt/ seneral 2 Sample Entry User Name R hk https://keepass.info/ Motes
‘_3" L‘";i”";s 2 Sample Entry #2 Michael321 i https://keepass.info/help/kb/testfarm.htm|
’ Networl
Ag Internet
=\ eMail

% Homebanking

U
Save

Group: Database, Title: Sample Entry #2, User Name: Michael321, Password: ******** URL: https://keepass.info/helo/kb/testform.htm|, Creation Time: 10/10/2019 1:40:36 PM, Last Modification Time: 10/10/2019 1:51:07 PM

1 of 2 selected | Ready.

TOTEICTIE I U =S TOTEASTIICY . OTEnglClT TOTECTOORE =S TOT Ay DCall S n e Na G R, EC



6. Navigating New Password

File GroupgeIatty Find _Mi&w  Tools Help
el < -MTe- €& QE-@searn. . (%)
clr_20190910 kao o w7 L@base kdbx”

\wv Database Title User Name Password
;ﬂ-" Gz?neral  Sample Entry User Name i https://keepass.info/ Notes
= Windows -~ Sample Entry #2 Michael321 i htips://keepass.info/help/kb/testform html

1/ Network

## Internet
=\ eMail
% Homebanking

URL Notes

Passwords
Folders

Group: Database, Title: Sample Entry #2, User Name: Michael321, Password: ****=*=x URL: https://keepass.info/help/kb/testform.ntm!, Creation Time: 10/10/2019 1:40:36 PM, Last Modification Time: 10/10/2019 1:51:07 PM

IUICAIYDEall el Halliare.. S Srelaln. |

1 of 2 selected | Ready.
TUTJETITRITIUS, TUTZASTIEY TUIERATET] TUTZOTUURE o]



/. Add a Password

View Password

You're editing an existing entry.

Q< Edit Entry

amp 2lp/kb/
Entry Advanced Properties Auto-Type History
Title: |Sampre Entry lcon: Lﬁé |
User name: |UserName |
Password: |........ ‘ oo I
Repeat ||......o 4 | €§ I |
Gty LE pen Generate Random
URL: |https:ﬁkeepass.info,f | P d
Naotes: MNotes dsswor
[] Expires: |1{}f1{},f201912:{}0:{}DAM [k | |QJ
a 3 = = . Time:
|_% Tools | | OK | | Cancel |




8. Shortcut to Autofill in Browser

@ Database.kdbx® - KeePass

File Group Entry Find View Tools Help

ey €£- 10 - O QAF- @ sear.

clr_20190910 kdbx Database kdbx”

& Database Title User Name
w General

/2 Sample Entry User Name
1 Windows i

Password URL
S https.//keepass.info/

“Sample Entry #2 Michael321

J Network Copy User Name  Ctrl+B

@ Internet
= eMail
% Homebanking

Copy Password Ctrl+C
URL(s}

Perform Auto-Type  Ctrl+V
Add Entry... Cirl+l
Edit Entry... Enter
Edit Entry (Quick)

Duplicate Entry... Ctrl+K
Delete Entry Del

RiuE B

&
&

Select All Crl+A

Rearrange

R, https://keepass.info/help/kb/testform.htmil

Right-click on
password to see
short-cuts

Group: Database, Title: Sample Entry #2, User Name: Michael321, Password: ******** URL: https://keepass.info/hel

1 of 2 selected | Ready.

kb/testform.hitml, Creation Time: 10/10/2019 1:40:36 PM, Last Modification Time: 10/10/2019 1:51:07 PM



9. Hit Save Again!

KeePass - | X

Fie Group'), Entry Find View Tools Help

Nead@ K- eUe - €% QF-(@search. . Q

clr 22190910k x Database.kdbx®

«r Dat ase Title User Name Password URL Notes
falt/ seneral 2 Sample Entry User Name R hk https://keepass.info/ Motes
‘_3" L‘";i”";s 2 Sample Entry #2 Michael321 i https://keepass.info/help/kb/testfarm.htm|
’ Networl
Ag Internet
=\ eMail

% Homebanking

U
Save

Group: Database, Title: Sample Entry #2, User Name: Michael321, Password: ******** URL: https://keepass.info/helo/kb/testform.htm|, Creation Time: 10/10/2019 1:40:36 PM, Last Modification Time: 10/10/2019 1:51:07 PM

1 of 2 selected | Ready.

TOTEICTIE I U =S TOTEASTIICY . OTEnglClT TOTECTOORE =S TOT Ay DCall S n e Na G R, EC



10. Import Lastpass Passwords

@ Import File/Data

Import File/Data
| Import an external file.
@ Database kdbx* - KeePass
File Group Entry Find View Tools Help Format
L_u New... Ctrl+N i~ -ﬁ— _)“ ‘i%—‘;_ . Search... B Wy Uas T ansl e A
a ' P Dashlane CSV
Cpen ] -
Hpea Retent b Title " User Name Password URL @Data\fault CBV
@ Close Ctrl+W /) Sample Entry User Name EERERRE hitps://keepass.info/ '? DesktopKnox XML
4 Save Ctrl+S : ~Sample Entry #2 Michael321 S hitps;//keepass.info/he (1) Enpass TXT
Save As b B FlexWallet XML
%, Database Settings.. Ham:hur Safe TXT
| Change Master Key.. L@]Handy Safe Pro XML
Print 3 BKaspersky Password Manager XML
< & Import. ! ¥ KeePassX XML
e LastPass CSV
o= :
Synchranize 3 GmSecure Csv
Lock Workspace  Ctrl+L ;quebNork Password Manager CSV
@ Exit cl+Q @) Norton Identity Safe CSV
==
. E] nPassword NPW 0
File/Import =il
File
Files to be imported: -
Help: Configuring source applications
Group: Database, Title: Sample Entry #2, User Name: Michael321, Password: **** URL: https://keepassinfo/heln/kb/testform.himl, Creation Time: 10/10/2019 1:40:3 Gk | Cancel

1 of 2 selected

i Ready.




Closing advice

1. Start slowly

2. Contact NKN if you need any help

Carrie L. Roever, Data Manager
Northwest Knowledge Network (NKN)
University of Idaho
https://www.northwestknowledge.net
croever@uidaho.edu

Office: 208.885.7129




