Image Illusions and Mind Tricks

Diane Prorak




I'm sure Americans don't even know the name of this
country ptdrrr

Introduction

" |ntro to misinformation and
disinformation

= Image lllusions: fact checking
images

= Mind tricks: Logical fallacies and

other techniques
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Do you know European geography?



https://knowyourmeme.com/memes/listenbourg
https://knowyourmeme.com/memes/listenbourg

Video: Media Literacy masterclass
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https://youtu.be/Cdx5zz5Dtr8
https://www.youtube.com/watch?v=Cdx5zz5Dtr8&t=84s

When you come across information online,

ask yourself:

W h en t h e re’ q 1. Who’s behind the information?

any doubt...

Use “lateral reading” to verify

2. What’s the evidence?

3. What do other sources say?

Source: Mediawise Campus Correspondents



: listic
. llows journa

. dia source fo

Check if the me

standards

i |
ke sure the pllb].lSh corrections!
Make y

o‘y.-
What sources
can you trust?

Muttiple Credible

Ven'ficatfon
Sources

1a
Standards based med

of checking,
conrrrming and suppwling
informatiorl and facts
Avoidance

Balance
of Bias

sources

» Preserlning the facts

> R’epresenting
and contayt ir, a neutraj

Muttiple sides
ofthe jssy & event gr
Controve sy without giving
unfair weight to one side gr
i e w
Documentatlon Context
» DDcumEHIS, data, feports, > Presenling the facts ina way
videg, photos or audia at makes their Meaning
clear, fajr and accyrate
Fairness
" Treating Sources ang subjects wig, appropriate "eSpect, ang Qiving
Subjects 5 chance to share thej, Points of View or fespond to any
A5sertions o alle Gations aboyt them



https://newslit.org/wp-content/uploads/2020/01/NLP-PQJ-Poster.pdf

= Common misinformation techniques used with

images/videos

MISInformatlon “ Out of context
tec h N |q U e S | N * Manipulated content (including deepfakes)

: = Fabricated content (including Al created)
| m a geS = Images from models presented as reality
= Photographic tricks (e.g. perspective)




ERIFYING
PHOTOS

& VIDEOS

Je pl W) 6:35/17:55 - Verifying Photos and Videos >



https://checkology.org/demo/lesson/77fff551026d4758ff1f7ec4ec5d07690eb64a19?_gl=1*1mkkdru*_ga*NjQ0NzMzNzQ2LjE2NzkzMzY1MTQ.*_ga_TCGD1R62ZJ*MTY4MDExODcwOC4xMS4wLjE2ODAxMTg3MDguNjAuMC4w

Drag or upload images
or search by URL

Google

Search any image with Google Lens ®

"l Drag an image here or upload a file

OR

Paste image link Search

Search Technology Products About

Reverse Image Search

Find where images appear online. How to use TinEye.

® upload Paste or enter image URL Q

() Add TinEye to Chrome

Bing

Try Visual Search

Search with a picture instead of text

'@y Drag one or more images here or browse

OR

By Paste image or URL A Take photo

Click a sample image to try it
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Reversee: mobile
devices only

Reversee: Reverse Image Search
Search by Images & Pictures

Eduardo Rocha
Designed for iPad

dkokkodok 2.4+ 117K Ratings

Free - Offers In-App Purchases
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{00 TlnEye Search Technology Products About | We are hiring | Log in

@ Upload Paste or enter image URL

35 results
Searched over 59.2 billion images in 1.6 seconds for: Using TinEye is private and we
fakepics.files.wordpress.com/2018/12/orca-jump-near-a-boat.jpg do not save your search images.
Tin Eye can help you compare
most changed ~ Filter by website / collection mages

dobe Stock
www.exceptionallifeinstitute.com

everyones-a-healer/ - First found on Dec 12, 2019

Filename: Everyones-a-Healer.jpg (1550 x 975, 305.1 kB)

scoutripper.com

break-up-with-social-media/ - First found on Jul 26, 2019

Filename: Break_up_social_media_08-1024x624.jpg
(1024 x 624, 70.8 kB)

www.exceptionallifeinstitute.com

everyones-a-healer/ - First fc



https://tineye.com/search/57ee6b99164931829d33e0ecc5768e4abcd1ccf8?sort=score&order=asc&page=1
https://tineye.com/search/57ee6b99164931829d33e0ecc5768e4abcd1ccf8?sort=score&order=asc&page=1

rt by most changed ~

35 results
Searched over 59.3 billion images in 0.4 seconds for:

fakepics.files.wordpress.com/2018/12/orca-jump-near-a-boat.jpg

Filter by website / collection

Compare match

Your image

Image match

Using TinEye is private @
and we do not save your {
search images. Dy
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Bl Adobe Stock

Tin Eye can help you compare

Stock photos may help you find
the pieces that make up a
photoshopped image. Stock
photos are not always reality
though, as they may be graphic
art or composites of photos.


https://tineye.com/search/57ee6b99164931829d33e0ecc5768e4abcd1ccf8?sort=score&order=asc&page=1

Jake Flores &
d @feraljokes

Ayo. Blessed be.

1 ALK

5:43 PM - Mar 25, 2023 - 364.3K Views



03.28.2023

Pic of pope in puffy jacket
produced by Al fools many online

An image supposedly showing Pope Francis wearing a stylish white puffy jacket
received millions of views as it circulated on social media, but this image isn't
real. It was created with an artificial intelligence tool. Let’s look at the facts.

| #Al | #FabricatedContent | #ReverselmageSearch

| #LateralReading | #Pope | #PopeFrancis




Become a Member smes a 2

CONTACT US LATEST TOP FACT CHECKS COLLECTIONS NEWS ARCHIVES RANDOMIZER

© Fact Check

This Is Not a Real Photo of the Pope in a Puffy Coat

We will soon be drowning in Al-generated deepfake images.

Published Mar 26, 2023

By David Emery

RECENT THE
CHECKS FACTORS

ACTION

e D Factors

‘We've determined that this viral rumor is misleading or false based on its failure to pass the following

credibility factors. Please note that these factors do not represent degrees of falsehood. A post that fails a
single factor is generally just as false as a post that fails all five.

SNAPSHOT

Authentic!
Source

Evidence

AUTHENTICITY

Is it authentic?

O No.

This is not an authentic image of the pope in a puffy
coat.

Learn about authenticity

Has it been posted or confirmed by
a credible source?

S No.

This photo did not originate with a credible standards-
based news outlet.

Learn how to checl

Is there evidence that proves the
claim?

@ No.

The evidence shaws that this picture was originally
posted to a subreddit dedicaled 1o images created with
the Al image generatar Midjoumey.

Learn how to check evidence



https://www.snopes.com/fact-check/not-real-photo-pope-in-puffy-coat/?lh_aid=4636524&lh_cid=7f4rb0nczy&lh_em=prorak@uidaho.edu&di=aaa92eb7edef291b751ed660a15b0fc8
https://www.snopes.com/articles/423004/how-to-spot-a-deepfake/

INVESTIGATE AN IMAGE

_ = https://padlet.com/UoflLibrary/images0423

Your turn




Logical Fallacies
and other mind tricks



https://youtu.be/Va6CI87t9rs

Techniques of Science Denial
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There are many
mind trick
techniques used in
misinformation to
make a false
argument appear
correct or
compelling.

https://skepticalscience.com/history-FLICC-
5-techniques-science-denial.html



= Ads use fallacies and other argumentative
techniquesto persuade us.

Practice = You will make an ad using a fallacy or other
technique.




Be careful out




Questions & comments?

Contact me anytime!



mailto:prorak@uidaho.edu
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